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1 Abstract

The efficient implementation of finite field multipliers
on Field Programmable Gate Arrays (FPGAs) is an en-
abling technology for Software Defined Radios, Dynamic
Cryptography, and other applications that depend on fast
and flexible finite field circuits. The associated finite field
multiplier-FPGA design problem possesses cutting-edge
characteristics that combine to define a unique and chal-
lenging synthesis problem. These characteristics include
mapping to Look-Up-Table (LUT) based FPGA architec-
tures, multiple-input, multiple-output functions, Exclusive-
or Sum-Of-Products (ESOP) equation representations, and
performance-enhancing measures such as pipelining. We
present an efficient algorithm that exploits these character-
istics to significantly reduce circuit size and improve circuit
performance. The resulting designs are fifty to sixty percent
smaller and from ten to twenty percent faster than circuits
synthesized by competing methods.

2 Introduction

Next generation technologies such as Software Defined
Radios (SDR) [2, 4] and dynamic cryptography [2] require
circuits exhibiting the speed of hardware coupled with the
flexibility of software. As such, these technologies can
use Field Programmable Gate Arrays (FPGASs) to realize
the fast and flexible applications required. One sub-class
of these applications includes Reed-Solomon error control
coding, encryption, and other capabilities that depend on
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finite field multiplication to work. Understanding how to
efficiently implement finite field multiplication circuits on
FPGA:s, therefore, directly supports the implementation of
finite field circuits on FPGAs and, subsequently, the re-
alization of promising next generation dynamic systems
(Figure 1).
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Figure 1: Relationships Between Finite Field Multipliers,
FPGAs, and the Applications They Support

When implementing finite field circuits in general, the
size and speed of finite field multipliers often dictates the
size and speed of the overall circuit. This effect is magni-
fied in FPGAs due to the relatively coarse size of the fun-
damental circuit elements — the logic block. Reducing the
size and boosting the performance of the finite field mul-
tiplier circuit, therefore, has a direct, positive impact on



the number of finite field applications a given FPGA can
support. For this reason, efficient finite field multiplier de-
signs for FPGAs, and any related Computer Aided Design
(CAD) synthesis tools, become valuable commodities.

Equations 1 through 3 below represent the governing
Boolean equations for a specific instance of a finite field
multiplier. The set of equations possesses certain proper-
ties to include multiple-inputs and multiple-outputs as well
as equations completely expressed as Exclusive-or Sum-
Of-Products (ESOPs). As such, we refer to equations 1
through 3 collectively as a ESOP switching function and to
the problem of synthesizing these equations to an FPGA as
an ESOP switching function synthesis problem.

co = aobo ® arbs @ asby (D
¢t = aobi ®aibo ®aibs ® azby ®azby  (2)
ca = agbs @ aiby D asby D azbs 3

Traditional synthesis methods are fully capable of syn-
thesizing a finite field multiplier circuit for FPGAs from
the ESOP switching function expressed above. We have
observed [1], however, that smaller and faster circuits can
be realized by exploiting the specific characteristics of the
ESOP switching function synthesis problem especially in
the case of pipelined circuits. For example, traditional
logic synthesis methods coupled with retiming can produce
the FPGA implementation of our example ESOP switch-
ing function as shown in Figure 2. This implementation is
fully pipelined and requires ten total 4-input Logic Blocks
(Look-Up-Table — register pairs) to implement.

In comparison, we have derived an FPGA implemen-
tation for the same ESOP switching function as shown in
Figure 3. This circuit is also fully pipelined but requires
twenty percent fewer logic blocks and a correspondingly
reduced amount of interconnect to implement.

Based on our observations, we have codified our ap-
proach and developed an automated synthesis method that
produces highly efficient finite field multiplier circuits for
4-input Look-Up-Table FPGAs. Our results are notewor-
thy.

e On average, our method synthesizes pipelined designs
that are 40 percent smaller than circuits synthesized
by competing methods.

e In some cases, our method synthesizes pipelined de-
signs that are up to 65 percent smaller than circuits
synthesized by competing methods.

e In addition, circuits synthesized by our method pos-
sess fewer and shorter interconnects which result in
10 to 20 percent faster clock cycle speeds than circuits
synthesized by competing methods.
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Figure 2: Implementation of a Finite Field Multiplier on an
FPGA as Synthesized by Traditional Methods

At the heart of this synthesis method is a highly counter-
intuitive algorithm that essentially decreases the total num-
ber of required logic blocks by increasing the number of
terms in the ESOP switching function. Terms are added
to the ESOP switching function through the use of the
exclusive-or (XOR) identity b @ b = 0 which allows us
to duplicate logic in the system of equations without af-
fecting the overall global result. We find that if we add
terms correctly we can exploit the ability of a logic block
to produce any logical combination of its inputs in a fixed
circuit area and derive FPGA circuit mappings that require
fewer logic blocks. In the following sections, we present
our automated synthesis methods in detail.
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Figure 3: Alternative Implementation of the Same Finite
Field Multiplier as Produced by Hand-Mapping

3 Problem Formulation and Preliminaries

3.1 Finite Fields

The finite field GF(2™)! consists of the finite set of all
binary polynomials of degree m — 1 (Example: O, 1, z,
and x + 1 for m = 2) and is closed under the addition
and multiplication operations. The closed property means
that the addition or multiplication of any two elements of
the field results in another element of the field. Addition,
therefore, is defined as the standard polynomial addition
of two elements except the coefficient arithmetic is per-
formed modulo-2. The much more complex multiplication
operation is defined as the modulo-g(z) reduction of the
polynomial product as shown in Equation 4. The reduction
polynomial g(z) is called the degree-m generator polyno-
mial for the field [5].

I The value m is used on numerous occasions in the following discus-
sions. In all instances, it relates to the size of the finite field GF(2™).

c(z) = a(x) = b(z) mod g(z) 4

Expanding equation 4 produces a set of Boolean rela-
tions that represent the related finite field multiplier. For
example, evaluating equation 4 with g(z) = z°® + z + 1
results in the ESOP switching function expressed in equa-
tions 1 through 3. The governing Boolean equations for
any finite field multiplier can be derived in this manner. As
the ESOP switching function generated through equation 4
is wholly dependent on the generator polynomial g(z), we
can refer to it as Sy, in the general case and as Szs 4 541
or S1011 in the specific case. In the second reference, we
employ a shorthand notation derived by replacing the full
binary polynomial with a listing of its binary coefficients.

3.2 FPGA Architecture

Although variations abound, the most common FPGA
architectures can be modeled as a two dimensional array of
Logic Blocks (LBs) surrounded by interconnect as shown
in Figure 4.
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Figure 4: Simplified Diagram of an Array-Based FPGA

The logic blocks are generally 4-input, 1-output Look-
Up-Tables (4-LUTs) paired with a flip-flop as shown in
Figure 5. Each 4-LUT implements some Boolean func-
tion of its 4 inputs. Combinatorial circuits are realized by
chaining LUTs together into larger and larger designs. Se-
quential or pipelined circuits are realized through the use
of the flip-flops.
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Figure 5: A Logic Block As A LUT/Flip-Flop Pair

3.3 Definitions and Terms
The following definitions and terms, which are largely
attributable to Murgai[6], will be useful in our discussions.
In our work, we deal exclusively with multiple-output
functions. A useful way to represent a multiple-output
function is with a Boolean network.

Definition 1 A Boolean or Logic Network n is a directed
acyclic graph (DAG), with primary inputs PI(n), primary
outputs PO(n), and internal (intermediate) nodes IN (n).
Primary inputs have no arcs coming into them, and pri-
mary outputs have no arcs going out of them. Associated
with each internal node i of the network is a variable y;,
and a representation of a logic function f;. There is a di-
rected arc from node i to node j in the network if j uses y;
or y; explicitly in the representation of f;. In that case, i
is called a fanin of j, and j a fanout of i. The set of fanins
of a node i is denoted as F1(i) and the set of fanouts as
FO(i). A node is a multi-fanout or multiple-fanout node if
it has more than one fanout.

Figure 6 is an example of a Boolean network. It is the
Boolean network for switching function S1911 as expressed
in equations 1 through 3.

Definition 2 For a given block of logic, a function f is
feasible if it can be implemented by one logic block. A
logic network n is feasible if the function at each internal
node is feasible. In our specific case, we say a function
f is 4-feasible if it can be implemented by a 4-input LUT.
We say a logic network is 4-feasible if the function at each
internal node is 4-feasible.

These definitions and terms will help us define and
present more complex concepts in the following sections.

4 The Design Method

In his book on logic synthesis, De Micheli [3] presents
numerous heuristic algorithms for optimizing switching
functions using logic networks. He proposes a general ap-
proach of first producing a logic network that represents
the switching function to be synthesized and then applying

Figure 6: An Example Logic Network

a series of transformations to the logic network to produce
a new network representing a circuit implementation opti-
mized according to some cost function. Our design method
follows De Micheli‘s outline and is shown in Figure 7.
The algorithm begins by constructing the switching
function S, (,) from the generator polynomial g(x) for a
specific finite field. We then create an initial logic network
representation of S,y which we call the Initial DAG. We
next apply two logic network transformations, Merge and
XOR-Merge which work in sequence to reduce the node
count of the logic network. Node count is our objective
cost function we wish to optimize because the number of
nodes in the logic network is roughly equivalent to the
number of logic blocks required to implement the circuit in
an FPGA. The Merge transformation reduces the number
of nodes by merging two-input nodes into four-input nodes
in a prescribed manner. We call the product of this trans-
formation a Merged DAG. The XOR-Merge transformation
then further reduces node count through the use of dupli-
cate logic. We call the product of this transformation the
XOR-Merged DAG. After these transformations, we evalu-
ate the XOR-Merged DAG to determine if it is 4-feasible.
If it is, we exit the algorithm and the XOR-Merged DAG
represents our final circuit design. If the XOR-Merged
DAG is not 4-feasible, we apply another transformation
called Decompose which splits non-4-feasible nodes in the
network into 4-feasible nodes. The DAG resulting from
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Figure 7: Design Method Process Flow

Decompose is again evaluated for feasibility and the al-
gorithm continues to apply the Decompose transformation
until a feasible DAG results. We discuss each of these
transformations in more detail in the following sections.

4.1 Preliminary Steps and The Initial DAG

The Initial DAG required by our design method is a log-
ical representation of the switching function S, which is
derived from a generator polynomial g(z) through the ap-
plication of Equation 4. The Initial DAG can be viewed in
two ways. First, it calculates the switching function Sy,
where the internal nodes compute the product terms and
the output nodes sum terms appropriately to realize the
switching function outputs. The Initial DAG can also be
viewed as a circuit diagram where every node represents
a logic block and the edges into and out of nodes are in-
terconnections between logic blocks. If we assume that all
node outputs are latched, the Initial DAG also represents
a pipelined implementation of the circuit. As an example,
Figure 6 represents the initial DAG for Sy¢11 -

The second view, or the circuit view, of the logic net-
work is the view our synthesize algorithm uses. As each
node in the logic network thus represents a logic block, it

becomes clear that our algorithm’s main goal is to mini-
mize the number of nodes in the logic network. For per-
formance reasons, however, we also want to maintain the
pipelined architecture exhibited by the Initial DAG. These
are the challenges that drive the Merge and XOR-Merge
transformations.

4.2 The Merge Transformation

The Merge transformation exploits the fact that the
product terms a;b; and a;b; always appear in the same
equations in Sy, (something that is true for any multipli-
cation function). The transformation therefore simply pairs
and merges the nodes producing the a;b; - a;b; term pairs.
The resulting nodes receive four inputs (a;, b, a;, and b;)
and therefore naturally map to the 4-input LUTs of our tar-
get FPGA architecture. Also, the resulting Merge DAG
will still correctly calculate Sy(,) and exhibit a pipelined
architecture after the transformation. For example, apply-
ing the Merge transformation to the initial DAG of Fig-
ure 6 combines the nodes producing terms agb; and a;bg
into a new node pp; as shown in Figure 8. Node pg; has
four inputs (ag, b1, a1, and bg) and produces the function
agby @ a1bg. Other new nodes produced by applying the
Merge transformation to our Initial DAG include pg2 and
p12 Which produce functions agbs @ agbg, and a1 bs ® azby
respectively. The Merged DAG resulting from the appli-
cation of our Merge transformation to the Initial DAG of
Figure 6 is illustrated in Figure 9.
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Figure 8: Merging Two Nodes to Create One

4.3 The XOR-Merge Transformation

The XOR-Merge transformation, while still a merging
operation, is far more complex than Merge. It has as its
primary focus all the nodes in the Initial DAG that were un-
affected by the Merge transformation. By definition, these
nodes all share the property that they produce an a by, term.
The XOR-Merge Transformation seeks to pair and merge
agby, nodes in order to reduce the overall node count in the
network. A simple example shows how this can be done.

Example 1 Consider node asbs with input set (az,bs),
output set (c1,c¢2) and function azbe in the Merged DAG
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Figure 9: The Merged DAG

of Figure 9. With respect to this node, we make the follow-
ing modifications to the Merge DAG as shown in Figure 10

1. Modify the function of the node pos from agbs ® azbg
to agby @ asby ® asby. This change supplies a new
asby term to the input of node cs.

2. The new asby term from pgs allows us to remove the
edge from asbs to co. This is shown by the dark X on
that edge in the lower-rightmost corner of Figure 10.

3. In like manner, we modify the function of p1a from
ai1ba ® asby to arba ® asby D asbs. This supplies a
new asby term to the input of node ¢y and allows us
to remove the edge from a2bs to c;.

4. Unfortunately, this last action introduced a negative
side effect — node cy now receives an unneeded aby
term from pio. As this changes the switching function
represented by the network, we must eliminate this er-
ror. To do this, we add an edge from asbs to cq to
supply a second asbs term to the input of node cg. By
virtue of the XOR identity b @ b = 0, these two terms
cancel each other out and the error is eliminated. The
gray line from asbs to ¢g in Figure 10 shows this new
edge.

5. The nodes asby and agbg in our Merged DAG now
have the same output sets (co). As such, they can be

paired and merged. Thus, we have successfully re-
moved one node from the Merged DAG as shown in
Figure 11.
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Figure 10: Actions of XOR-Merge on a Merged DAG

To help explain our example, it’s important to remember
that our logic network dually represents an ESOP switch-
ing function and a logic circuit featuring 4-LUT based
logic blocks. Two key properties of 4-LUTs and ESOP
switching functions combine to make this example work.
First, a 4-LUT can produce any logical combination of its
inputs in a given circuit area. This allows us to modify the
function of any node in the logic network to produce addi-
tional product terms without increasing overall area. For
example, the node p1o realizing function a1bs @ azby can
also realize function a1 by ® asby B azby with no increase in
area. Second, the XOR identity b@® b = 0 makes it possible
to repair side effects caused by modifying node functions
to produce additional terms. This allows us to always en-
sure our logic network appropriately calculates the origi-
nal switching function. These two ideas, when combined,
present new opportunities for LB mapping that result in
smaller circuits.

At this point, it’s insightful to derive and evaluate the
switching function represented by the DAG in Figure 11.
As shown in Equations 5 through 7 our changes to the
logic network introduced duplicate logic — specifically the
asbs @ asby sub-expression in Equation 7. Thus, we ac-
tually increased the number of terms realized in order to
decrease the number of nodes in the related DAG. This
counter-intuitive result is similar to those achieved through
duplicate logic FPGA logic synthesis strategies suggested
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Figure 11: Example After XOR-Merge

by Murgai[6] and others. In essence, the duplicate logic
allows us to derive a more efficient mapping.

ca = agby ® azby @ asby ® aiby )]
c1 = agby ®arby B arbs @ azb; B azbs (6)
co = aobo ® azby ® arbs @ azby ®azxbz  (7)

¢

Example 1 suggests a general strategy for our XOR-
Merge Transformation. We want to evaluate and find all in-
stances where duplicating logic allows us to pair and merge
aby nodes. Like our example, we have found it easiest to
illustrate the XOR-Merge transformation in terms of ma-
nipulations to our logic network. From this perspective,
two important concepts are key to presenting the transfor-
mation in more detail.

Definition 3 Within the Merged DAG there will be several
nodes that can produce a given aiby term. A reduction
relative to term apby, consists of a subset of these nodes.
The subset may be empty which corresponds to the unmod-
ified Merged DAG. We express a reduction in terms of the
Merged DAG nodes modified. For example, the reduction

with respect to term az2bs illustrated in Example 1 is {poa,
plz}-

Definition 4 A singleton relative to term ayby, is a reduc-
tion relative to ayby, that reduces the output set of the ayby,
node to one item. For example, the reduction (po2, pP12)
illustrated in Example 1 results in a singleton relative to
node asbs.

Relative to these definitions, there are three main phases
to the XOR-Merge transformation. First, we evaluate all
possible reductions in a search for all singletons. These
we record in a table. Second, we use the table of single-
tons to determine axby node pairs which can be merged.
Finally, we use these pairings to guide the application of
reductions to the unmodified Merged DAG to produce an
XOR-Merged DAG. The combined application of these re-
ductions is the XOR-Merge transformation. We present
each of these phases in turn.

Building the Singleton Table Figure 12 details our al-
gorithm for evaluating all reductions and building a table
of singletons.
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Are There More Reductions?

No

Are There More a,b, Nodes?

Yes

No

y
Finished

Figure 12: Algorithm for Building the Singleton Table

We begin by selecting an ayby, node from the Merged
DAG and constructing a set G of all possible reductions



relative to aiby. Set G is the power set of all previously
merged nodes in the Merged DAG that can produce the
term arbg. For example, the set G of reductions relative
to node asbs is the power set of {po2, p12} = {{}. {Po2}.
{p12}, {pPo2, p12}}. We apply each reduction in G to the
unmodified Merge DAG and determine its effect on the
output set of the related ay by node. If a singleton results,
we record the reduction in the singleton table. The sin-
gleton table is indexed using the node ayby as the column
index and the output node that it drives in the singleton
condition as the row index. When all reductions for all the
arby nodes in the Merged DAG are evaluated, the algo-
rithm stops.

| - [ aobo | aiby [ asby ]
o {} {po2, p12}
C1 {poz}
¢ {

Table 1: A Singleton Table

The completed singleton table (Table 1) shows how the
output sets of each ayby node can be reduced to a single
entry and what that entry is. With this information, we can
determine how ayby nodes can be paired and merged after
reduction. In some cases, the pairing is trivial. For exam-
ple, the only pairing from Table 1 that reduces the number
of nodes in the Merged DAG is to (a) perform the modifi-
cations to nodes pg2 and p; as indicated by the entries for
asba/co, (b) combine nodes agbo and azbs into pgg, and
(c) feed its output to co. This result in the logic network
shown in Figure 11. In most cases, however, deciding how
to pair reduced ayby nodes requires a simple test.

Finding All Covers of the Singleton Table In gen-
eral, numerous combinations of pairings of singleton a by,
nodes may be evident in the singleton table. We need a
complete algorithm to evaluate all such combinations to
determine a minimum solution. Fortunately, the needed
algorithm is relatively simple and similar to standard and
well-understood table covering algorithms. We say, there-
fore, that our algorithm computes and evaluates all the cov-
ers of the singleton table. A cover is a set of (row, col-
umn) indices into the singleton table. For example, cover
(0,0)(2,1)(0,2) represents one possible cover. Our algo-
rithm searches the singleton table for all valid covers as
defined by the following criteria.

1. Every column of the singleton table must have exactly
one entry covered.

2. No blank entry in the table may be part of a cover.

3. Case a: If the number of switching function outputs

is even: any row must have an even (or zero) number
of entries covered.
Case b: If the number of switching function outputs
is odd: exactly one row may have an odd number of
entries covered. Remaining rows must have an even
number (or zero) entries covered.

This emphasis on even row entries facilitates the pairing
of nodes. As an example, Table 1 possesses two potential
covers, {(0,0)(2,1)(0,2)} and {(0,0)(2,1)(1,2)}, that
meet both criteria (1) and (2). Cover {(0,0)(2,1)(1,2)},
however, fails requirement (3b)(more than one row is cov-
ered an odd number of times) and is discarded. Cover
{(0,0)(2,1)(0,2)} meets all three requirements and is a
valid cover. It leads to the solution shown in Figure 11.

The singleton table for our example produces only one
valid cover - Cover {(0, 0)(2,1)(0,2)}. In general, a given
singleton table will produce a small set of valid covers
where each defines a unique XOR-Merge transformation.
To determine the best cover among the set, we apply Equa-
tion 8 to produce an estimate of the number of LBs required
to complete the circuit mapping given the application of a
given cover. We then simply select the cover producing the
lowest estimate. In Equation 8, m is the number of switch-
ing function outputs and |o(¢;)| is the number of inputs to
node c¢; after the cover is applied. Equation 8§ essentially
estimates the number of feasible nodes we must add to the
logic network to make any unfeasible output nodes feasi-
ble while retaining a pipelined architecture. The estimate
is derived by dividing the number of node inputs for each
output node (—o (¢;)—) by the number of LUT inputs (4)
and summing across the m output nodes. The ceiling func-
tion accounts for cases where the number of inputs for a
given output node does not evenly divide into 4 — a situa-
tion that necessitates adding another node to the network.

_

m—

v o= St .

i=0

Applying a Cover Once a cover is selected, we apply
it to our Merged DAG to produce an XOR-Merged DAG.
This is done by applying each reduction recorded in the
singleton table as indicated by the cover. For example, the
cover {(0,0)(2,1)(0,2)} calls for the application of the
reductions recorded in the indicated table locations to the
Merged DAG. The first two entries map to empty set re-
ductions () so no modifications are required. The last en-
try, however, modifies nodes pg2 and p;2 to produce term
asbs and reduces the output set of node asbs to cg. These
changes result in the XOR-Merged DAG of Figure 11.



Following our algorithm always ensures that the XOR-
Merged DAG resulting from the XOR-Merge transforma-
tion accurately calculates the desired switching function
Sy(z) and describes a pipelined architecture. For smaller
multipliers, the XOR-Merge DAG may even be 4-feasible.
If so, our XOR-Merged DAG represents the FPGA design
we seek. If not, however, we must transform the DAG yet
again to convert the non-4-feasible nodes 4-feasible ones.
This final transformation is the Decompose transformation.

4.4 The Decompose Transformation

The Decompose transformation is the last transforma-
tion we apply to our logic network. Its goal is to con-
vert a non-4-feasible network into a 4-feasible one. This
may require several iterations of the transformation but the
end result will be a DAG that represents a valid, 4-feasible,
FPGA circuit implementation.

The operation of our synthesis algorithm to this point
guarantees two facts affecting the Decompose transforma-
tion. First, the transformation will only be invoked on non-
4-feasible logic networks. Thus, we are guaranteed that at
least one node in the network is non-4-feasible. Second the
only nodes that will be non-4-feasible are the output nodes
¢; of the network. These facts allow us to focus the atten-
tion of the Decompose transformation exclusively on the
output nodes of the logic network. Here it performs two
key functions.

e The Decompose transformation must decompose any
non-4-feasible output nodes in the logic network into
a set of 4-feasible nodes and appropriately insert them
into the logic network structure.

e The Decompose transformation must maintain the
pipelined architecture of the logic network.

This second function may require the decompose trans-
formation to insert delay nodes into the logic network to
preserve the correct timing. These nodes correspond to
LBs in the circuit representation that essentially function
as delay registers.

Figure 13 overviews our Decompose transformation al-
gorithm. The algorithm visits each output node ¢; and
determines if the node is 4-feasible. If it is not, the
transformation replaces ¢; with a set of 4-feasible nodes
(80,51, - --8-) and connects the outputs of these nodes to
a new output node. The inputs of the replaced node c;
are partitioned among the inputs of the inserted s nodes
such that all s nodes are 4-feasible. One way to effect
this partitioning uses a well known cube-packing algorithm
overviewed in Murgai[6]. This partitioning is essentially
a straight-forward bin-packing algorithm where the inputs
are partitioned into groups of 4 or fewer and each group is
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Figure 13: The Decompose Transformation Algorithm

assigned to a new s node. This concept is illustrated graph-
ically in Figure 14.

In the case that the output node ¢; is 4-feasible we must
add a single node s to the network to appropriately delay
the output and preserve the pipelined architecture. This
new node replaces the old ¢; node and drives a new output
node. This scenario is shown graphically in Figure 15.

The decompose transformation is the one transforma-
tion we apply that actually increases the number of nodes
in the logic network. This is unfortunate and runs against
our goal of minimizing the number of nodes in the logic
network but it is necessary in order to produce a feasible
network corresponding to a valid pipelined FPGA circuit
implementation. Nevertheless, we want to minimize the
number of nodes we must add to the network which, in
large measure, is a function of the partitioning algorithm
we apply. The straight-forward cube-packing partitioning
algorithm we described above is a workable approach but
we have found it to be somewhat inefficient. Specifically,
we can usually achieve better results in terms of fewer re-
quired nodes added through hand-mapping. We have ob-
served, however, that we can improve the efficiency of
the cube-packing partitioning algorithm in several ways.
First we can employ common sub-expression extraction
which views the logic network from a global perspective
and seeks to extract sub-expressions common to two or
more equations. Second, we can further extend the effi-



non-4-feasible node

Co

ﬂ Decompose

So

Figure 14: Decomposing a Non-4-Feasible Node

4-feasible node

Co

ﬂ Decompose

Figure 15: Decomposing a 4-Feasible Node

O

Figure 16: Cube-Packing Partitioning

ciency of this common sub-expression extraction approach
by employing duplicate logic and the XOR identity. The
following example shows how.

Example 2 Consider the following example ESOP switch-
ing function consisting of two equations.

ro®rLdradrs 9)
i = Tro@ri@ro@ry®rs drg (10)

Co

If we apply straight-forward cube-packing partitioning
to this switching function, we would require 5 total nodes
to implement a pipelined mapping as shown in Figure 16.
However; if we duplicate logic and add the expression r3 &
r3 to Equation 10, we can create a node sy usable by both
Sfunctions as shown in Figure 17. This reduces the number
of required nodes from 5 to 4.

Using the ideas expressed in our example, we have
developed an enhanced partitioning algorithm that glob-
ally examines all possible partitions of inputs to determine
those that can be used to calculate more than one output.
In doing so, we expressly look for opportunities to apply
duplicate logic to expand the number of outputs a given



Figure 17: Extended Partitioning Using Duplicate Logic

partition can help calculate. To make our partitioning algo-
rithm efficient, however, we consider only partitions where
the majority of inputs in the partition drive more than one
output. This reduces the set of possible partitions we must
consider by excluding those that are essentially unique to
the calculation of one output.

Applying our Decompose transformation using the par-
titioning algorithm described results in a new, pipelined
DAG. This we must again evaluate to determine if it is 4-
feasible. If so, our design is finished. If not, the Decom-
pose transformation is repeatedly applied until a 4-feasible
DAG results. The application of the Decompose transfor-
mation marks the end of our synthesis method. The 4-
feasible DAG it produces represents the FGPA implemen-
tation we seek.

5 Results

To validate our approach, we have implemented our
synthesis method in a complete suite of design, simulation,
and testing software tools. These tools receive as an input
the generator polynomial (expressed as a string of binary
coefficients) for a given finite field multiplier and produce
a pipelined finite field multiplier design for 4-input LUT
based FPGA architectures. Appropriate area and timing in-
formation is extracted during the process and all multiplier
designs are fully tested to ensure they correctly function as
intended.

Table 2 contains area and timing data for ten pipelined
multiplier designs produced by our synthesis method.
These designs correspond to ten different finite fields of
256 elements (GF(2%)). The first two table columns
record the generator polynomial used to generate the finite
field and the total number of 4-input Logic Blocks (LBs)

required to implement the resulting finite field multiplier
on an FPGA. The third column lists the number of logic
blocks used solely as latches in the design which is an in-
dicator of circuit balance. The last column is a measure
of the circuit performance in terms of clock cycle time (in
nano-seconds (ns)).

Generator Logic Latches | Clock Cycle
Polynomial | Blocks (LBs) Only Time (ns)
100011101 53 1 4.312
100101011 53 1 4312
100101101 54 2 4.312
101100011 54 1 4.827
101100101 65 10 4.312
101101001 64 5 4312
110001101 55 1 4.312
110101001 53 0 4312
111100111 53 2 4.312
111110101 54 1 4312

Table 2: Area and Timing Data for Pipelined Multiplier
Designs

As we review the data for our pipelined designs, several
trends emerge.

1. Area and (to a lesser extent) timing data varies with
respect to the finite field involved. We find that, in
general, the specific generator polynomial used has a
direct affect on the area resources required to imple-
ment the multiplier circuit. Nevertheless, we have ob-
served that this variation is far less with our method
than with other synthesis methods we have studied.
Our method produces designs with area measures
ranging from 53 to 65 logic blocks required. This is in
comparison to area measures ranging from 80 to 129
logic blocks required for other methods.

2. For our designs, the relative number of logic blocks
used solely as latches is very small compared to the
overall number of logic blocks in the design. This
indicates that our designs are relatively balanced —
meaning that the designs require approximately the
same number of LUTS and latches and make full
use of the incorporated logic blocks. This is in stark
contrast to other synthesis methods we have studied
where, on average, 46 percent of the total logic blocks
used are of the latch only variety.

3. Our finite field multiplier designs are, on average, 48
percent smaller than designs produced by competing
methods. In some cases, they are 60 to 65 percent
smaller.



4. Our finite field multiplier designs are, on average, 20
percent faster than designs produces by competing
methods. In some cases, they are 25 percent faster.
This increase is due to a number of factors such as
smaller overall designs and more regular layouts that
contribute directly to shorter critical data paths.

In summary, pipelined finite field multipliers synthe-
sized by our method demonstrate significant advantages
over those synthesized by competing methods. Our circuits
are better balanced and demonstrate reduced area and per-
formance variability across finite fields of equivalent size.
They are also, on average, 20 percent faster and 48 percent
smaller. In some cases, our method produces pipelined
multipliers that are up to 20 percent faster and up to 60 per-
cent smaller than those synthesized by comparable means.

6 Conclusions

The efficient implementation of finite field multipliers
on FPGAs is an enabling technology with respect to Soft-
ware Defined Radios, Dynamic Cryptography, and other
applications that implement finite field algorithms and re-
quire the speed and flexibility inherent in FPGAs. We have
developed a novel logic synthesis algorithm and an over-
all automated design method for generating FPGA-based
finite field multipliers that are smaller and faster than those
obtained through competing and comparable methods. Our
design method exploits the unique characteristics of the
FPGA finite field multiplier design challenge. These char-
acteristics include FPGA based logic synthesis, multiple-
output equations expressed as Exclusive-or Sum of Prod-
ucts, and the insertion of performance improvement mea-
sures such as pipelining. We have implemented our design
ideas in a complete suite of design tools that can design,
simulate, and test pipelined and combinatorial finite field
multipliers based on the generator polynomial for the field.
Our resulting designs outperform those generated by com-
peting methods in terms of both area and performance. In
many cases, our designs are fifty to sixty percent smaller
and between ten and twenty percent faster than designs
synthesized with competing methods.
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